Data Privacy



Overview

 What is data privacy?
* What are some of the best practices in data privacy?

* What are some things we should be aware of when handling research
data?




What is data privacy?



What is data privacy?




What is data privacy?




What is data privacy?

Privacy: has a number of meanings and aspects:
= the right to be free from intrusion or interference by others
= control over the collection, use, and disclosure of your information
= regulatory compliance
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Provincial Legislation — Public Sector
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Provincial Legislation — Public + Private Sector
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Role of privacy in research

e Education / Outreach
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Research Data Lifecycle

W

C Understand legislative,
institutional, and other
regulatory requirements

e Complete relevant
training

e Engage your privacy
person!

e DMP

NS

Planning

Retention
and
Destruction

e Appropriate destruction
methods

e Retention requirements

NS

e Follow DMP

* From who? Consent?

e What tools are you
using?

* Who are you sharing it

with, and how?
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Data Management Plan

* Who are you collecting information about?
* Who are you sharing the data with?

 Who will have access to the data?



Data Management Plan

* What information are you storing?
* Are their any personal information or proprietary information?



Data Management Plan

 Where will you be storing the data at the different stages of your
project?

* Where will you be keeping the data for analysis
* Where will you be keeping the data for retention



Data Management Plan

portage

Shared stewardship of research data

DMP Assistant is a bilingual tool for preparing data
management plans (DMPs). The tool follows best
practices in data stewardship and walks researchers
step-by-step through key questions about data

management.

https://assistant.portagenetwork.ca/



https://assistant.portagenetwork.ca/
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* Can personal information be disclosed outside of Canada?
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* Can | use the cloud...like, AWS, or Azure?
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FIPPA is not the problem — but...

* Can personal information be disclosed outside of Canada? — yep!

33.1 (1) A public body may disclose personal information referred to in section 33 inside or
outside Canada as follows:

(b) if the individual the information is about has identified the information and
con?.en’g?d, in the prescribed manner, to its disclosure inside or outside Canada, as
applicable;

(s) in accordance with section 35 [disclosure for research or statistical purposes];

* Can | store personal information outside of Canada? — yep!

30.1 A public body must ensure that personal information in its custody or under its control is
stored only in Canada and accessed only in Canada, unless one of the following applies:

(a) if the individual the information is about has identified the information and has
consented, in the prescribed manner, to it being stored in or accessed from, as applicable,
another jurisdiction;

e Can | use the cloud...like, AWS, or Azure? — yep!
It depends...see above to start. (Remember, the above applies to personal information).



FIPPA/institutional standards — drop (mention
in next few slides)

. What do researchers care about?
. Store information / share information
. Section 11 — may be changing to allow Compute Canada —

clarification — they are not personal accounts but also not
institutional account; therefore do not need to store a copy on UBC
systems

IH

. “Non-personal” “non-institutiona

. But not for high risk; very high risk information (personal
information) — require STRA but likely no



Institutional Standards



UBC Security Standard #01:
Security Classification

* 4 |evel classification: Low, , High,
Very High risk

e Research information of a non-personal, non-
proprietary nature is considered Low Risk

* Research information of a non-personal, proprietary
nature is considered

e Personal information and Personal Health Information
considered High and Very High risk
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BC Security Standard #03: Transmission and
naring of UBC Electronic Information

Method of Transmission Information Security Classification
| Very High Risk__|_High Risk

UBC Email Accounts (e.g. Acceptable only Acceptable, although if you are Recommended
FASmail) when placed in sending significant amounts of

encrypted email this information it is best practice

attachments to put it in an encrypted

attachment

Personal Email Accounts Not permitted Not recommended
(e.g. Gmail, Hotmail)
UBC-endorsed File Recommended

Sharing, Collaboration &
Messaging Tools' (e.g.
Workspace, SharePoint,
Network Shared Folders,
Skype for Business)



BC Security Standard #03: Transmission and
naring of UBC Electronic Information

Method of Transmission Information Security Classification
Very High Risk | High Risk | Low Risk
Other/Personal File Not permitted Not recommended

Sharing, Collaboration &
Messaging Tools (e.g.
Dropbox, Google Drives /
Docs / Hangouts, Skype,
Slack, Facebook)

Mobile Storage Devices/ Encryption is required Encryption is Acceptable
Media (e.g. USB drives, strongly
CDs/DVDs, tapes) recommended
Websites Hosted Within Permitted with authentication and HTTPS (encrypted) HTTPS (encrypted)
Canada connections. strongly
recommended?
Websites Hosted Outside Not permitted Permitted with HTTPS (encrypted)
Canada authentication strongly
and HTTPS recommended?
(encrypted)
connections
Other Internet Permitted with authentication and encrypted connections (insecure internet
Transmissions (e.g. SSH, transmissions e.g. Telnet, FTP are not permitted)
FTPS, SFTP)
Fax Only permitted when sending/receiving fax machines are in secure locations

(see Faxing guideline)




UBC Security Standard #03: Transmission and
Sharing of UBC Electronic Information
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*(UBC Electronic Information: Is information needed to conduct
activities in support of the administrative, academic, and research T R T e
mandates of the University.) S -
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jeff.gardner@ubc.ca



REDCap



What is REDCap?

* Data capture web tool
» Data can be captured via surveys and/or data entry

e [t is one of those tools that is seen as the silver bullet or the solution
to all data capture needs



Classic project vs longitudinal study

Study ID 2
Data Collection Instrument Status
Basic Demography Form (survey) )

Instrument



Classic project vs longitudinal study

Dose Visit Dose Visit Dose Visit  Final

Data Collection Instrument Enroliment 1 1 5 7 3 3 visit

Demographics

Baseline Data

Visit Lab Data

Fatient Morale Questionnaire
Visit Blood Workup

Visit Observed Behavior
Completion Data

Completion Project Qiuestionnaire



Data Entry Forms

Date of birth

Age (years)

Gender

Height {cm)

Weight (kilograms)

BMI

Terminate?

General Comments

Favourite Colours

Comments

Today |
View eguation

Femnale
Male

View eguation

Mo

Red
Yellow
Blue
Other

reset

58



Surveys

Consent Information

Date subject signed consent I:I Y-MD

O -MM-DD

U d the patient's consent form
e ha & Upload document

Contact Information

First Name | |

Last Name | |

59



Branching Logic

How old are you?

Highest Level of Education

15

High School
Undergraduate Degree

Graduate Degree

reset

60



Branching Logic

How old are you? 16
Yes
Do you have a driver's license? o
reset
High School
Highest Level of Education Undergraduate Degree

Graduate Degree
reset

61



Calculations

Height (cm) 150
Weight (kilograms) 50

BMI 22.2 View equation



Granular Permissions

Basic Rights

Highest level privileges:

Jb Froject Design and Setup O
& User Rights O
g Data Access Groups 0

Privileges for data exports (including PDF=s and APl exports ),
reports, and stats:

iy Data Exports
* De-identified means that all )
free-form text fields will be # De-ldentified*
removed, as well as any
date/time fields and Identifier

figlds.

' No Access

‘! Remove all tagged
dentifier fields

L Full Data Set
D Add / Edit Reports ]

Also allows user to view ALL
reports (but not necessarily all
data in the reports)

illy Stats & Charts @

Other privieges:

] Calendar "

&= Data Import Tool O

([~ Data Comparison Toal O
]=| Logging O
~ File Repositary 7

Data Quality
What is Data Quality?

| Create & edit rules
L Execute rules

Setftings pertaining to project records:  Explain thess settings
53 Create Records 7
= Rename Records O

5. Delete Records )

Settings pertaining to record locking and E-signatures:

£y Record Locking m
Customization
&4 Lock/Unlock Records

Users with locking privileges  — ) .
also have access to the E- - Locking / Unlocking

% Disabled

63



Granular Permissions

Data Entry Rights

NOTE: The data entry rights *only* pertain to a user's
ability to wiew or edit data on a web page in REDCap
(e.g., data entry forms, reports), It has no effect on
data imports or data exports.

MNo Read View
Access Only &
Edit
Demographics .
Baseline Data .
Month 1 Data *
Month 2 Data L
Month 3 Data .
Completion Data .

64



Granular Permissions

Data Access Groups

Team A
Team B

[Mot assigned to a group]

Users in group

userQ001 (User One)

userDD02 (User Two)

mitang ( Mic hael Tang)

*Can view ALL records

Mumber of
records in

group
1

1

65
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Upcoming Data Warehouse







Questions?




Contact

jeff.gardner@ubc.ca
michael.tang@ubc.ca
redcap.support@ubc.ca



	 Data Privacy
	Overview
	What is data privacy?
	What is data privacy?
	What is data privacy?
	What is data privacy?
	What is data privacy?
	What is data privacy?
	What is data privacy?
	Provincial Legislation – Public Sector
	Provincial Legislation – Public Sector
	Provincial Legislation – Public + Private Sector
	And More!
	And More!
	And More!
	And More!
	And More!
	And More!
	Role of privacy in research
	Role of privacy in research
	Research Data Lifecycle
	Research Data Lifecycle
	Research Data Lifecycle
	Research Data Lifecycle
	Research Data Lifecycle
	Research Data Lifecycle
	Data Management Plan
	Data Management Plan
	Data Management Plan
	Data Management Plan
	Data Management Plan
	FIPPA is not the problem – but…
	FIPPA is not the problem – but…
	FIPPA is not the problem – but…
	FIPPA is not the problem – but…
	FIPPA is not the problem – but…
	FIPPA is not the problem – but…
	FIPPA is not the problem – but…
	FIPPA/institutional standards – drop (mention in next few slides)
	Institutional Standards
	UBC Security Standard #01: �Security Classification	
	UBC Security Standard #03: Transmission and Sharing of UBC Electronic Information
	UBC Security Standard #03: Transmission and Sharing of UBC Electronic Information
	UBC Security Standard #03: Transmission and Sharing of UBC Electronic Information
	Compliance
	Compliance
	Compliance
	Compliance
	Compliance
	Compliance
	Compliance
	Questions?
	Questions?
	REDCap 
	What is REDCap?
	Classic project vs longitudinal study
	Classic project vs longitudinal study
	Data Entry Forms
	Surveys
	Branching Logic
	Branching Logic
	Calculations
	Granular Permissions
	Granular Permissions
	Granular Permissions
	Example
	Example
	Upcoming Data Warehouse
	Slide Number 69
	Questions?
	Contact

