
Data Privacy



Overview

• What is data privacy?
• What are some of the best practices in data privacy?
• What are some things we should be aware of when handling research 

data?
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Provincial Legislation – Public + Private Sector
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Role of privacy in research

• Education / Outreach
• Emailing identifiers from their non-institutional email
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• Understand legislative, 
institutional, and other 
regulatory requirements

• Complete relevant 
training

• Engage your privacy 
person!
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• Short-term and long-
term

• Access
• De-identification

• Appropriate destruction 
methods

• Retention requirements

• Follow DMP
• From who? Consent?
• What tools are you 

using?
• Who are you sharing it 

with, and how?

• Understand legislative, 
institutional, and other 
regulatory requirements

• Complete relevant 
training

• Engage your privacy 
person!

• DMP

Planning
Data 

Collection

Storage 
and 

Analysis

Retention 
and 

Destruction

Research Data Lifecycle



Data Management Plan



Data Management Plan

• Who are you collecting information about?
• Who are you sharing the data with?
• Who will have access to the data?



Data Management Plan

• What information are you storing?
• Are their any personal information or proprietary information?



Data Management Plan

• Where will you be storing the data at the different stages of your 
project?

• Where will you be keeping the data for analysis
• Where will you be keeping the data for retention



Data Management Plan

https://assistant.portagenetwork.ca/

https://assistant.portagenetwork.ca/


FIPPA is not the problem – but…

• Can personal information be disclosed outside of Canada? – yep!
33.1 (1) A public body may disclose personal information referred to in section 33 inside or 
outside Canada as follows:

(b) if the individual the information is about has identified the information and 
consented, in the prescribed manner, to its disclosure inside or outside Canada, as 
applicable;
(s) in accordance with section 35 [disclosure for research or statistical purposes];

• Can I store personal information outside of Canada? – yep!
30.1   A public body must ensure that personal information in its custody or under its control is 
stored only in Canada and accessed only in Canada, unless one of the following applies:

(a) if the individual the information is about has identified the information and has 
consented, in the prescribed manner, to it being stored in or accessed from, as applicable, 
another jurisdiction;
• Can I use the cloud…like, AWS, or Azure? – yep!

It depends…see above to start. (Remember, the above applies to personal information).
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FIPPA/institutional standards – drop (mention 
in next few slides)
• What do researchers care about?
• Store information / share information
• Section 11 – may be changing to allow Compute Canada –

clarification – they are not personal accounts but also not 
institutional account; therefore do not need to store a copy on UBC 
systems

• “Non-personal” “non-institutional”
• But not for high risk; very high risk information (personal 

information) – require STRA but likely no



Institutional Standards



UBC Security Standard #01: 
Security Classification

• 4 level classification: Low, Medium, High, 
Very High risk

• Research information of a non-personal, non-
proprietary nature is considered Low Risk

• Research information of a non-personal, proprietary
nature is considered Medium Risk

• Personal information and Personal Health Information 
considered High and Very High risk



UBC Security Standard #03: Transmission and 
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UBC Security Standard #03: Transmission and 
Sharing of UBC Electronic Information

11. Subject to section 9, If the User is using 
personal accounts or other information 
sharing tools to share UBC Electronic 
Information, they are responsible for 
ensuring that a copy of this information is 
stored on UBC Systems at all times

*(UBC Electronic Information: Is information needed to conduct 
activities in support of the administrative, academic, and research 
mandates of the University.)
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Questions?

jeff.gardner@ubc.ca



REDCap 



What is REDCap?

• Data capture web tool
• Data can be captured via surveys and/or data entry
• It is one of those tools that is seen as the silver bullet or the solution 

to all data capture needs



Classic project vs longitudinal study



Classic project vs longitudinal study



Data Entry Forms
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Surveys
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Calculations
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Example

Project 1: Screening Log 
(All Referred Patients)
(Kept till end of recruitment period)

Project 2: Enrolled Identifying Info 
Log
(Only Enrolled Patients)
(Kept till end of project period)

Project 3: Research Data Log 
(Only Enrolled Patients)
(Kept till end of project period)
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Upcoming Data Warehouse





Questions?



Contact

jeff.gardner@ubc.ca
michael.tang@ubc.ca
redcap.support@ubc.ca
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